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Fig. 3. Congestion window size instantaneous vs average

2 4 6 8 10

2

4

6

8

10

12

Link-loss probability (in %)

Fo
g

no
de

th
ro

ug
hp

ut
(in

m
es

sa
ge

s/
RT

T)

S

(1) at f(↵) = 0

Testbed throughput

Fig. 4. Average throughput for different loss probability

Therefore it is clear from Eq. 2 that the throughput
remains close to mean S

(1) and the probability of
being in all other values would exponentially de-
grade. Figure 4 validates the throughput at Fog node
obtained from the testbed, against the analytical
throughput obtained satisfying f(↵) = 0 in Eq. 7.

VI. TESTBED SETUP

Our testbed environment consists of 2 PCs, and
4 switches (namely, the Mikrotik RB2011IAUS).
The PCs run on Ubuntu OS 12.04, the switches
run on OpenWrt 15.05. The Fog node; containing
integrated SDN controller is run within a virtual

switch environment, namely Open vSwitch (OvS)
v10.0.

For scalability reasons, and from high compu-
tational resource perspective, we ran IoT devices
(MQTT publishers) as a set of virtual hosts, and
the Fog node as virtual devices both deployed in
a single physical PC. The testbed environment is
shown in Fig. 5. In our experiments, we ran 10

mininet virtual hosts as MQTT publishers, 1 MQTT
broker (Mosquitto - an open-source broker imple-
mentation [10]), and 1 virtual switch using OvS.
However, without loss of generality, our implemen-
tation can run on physical switches and real devices.

Our network consists of 4 physical switches in a
line topology with a physical MQTT broker run by
an end-host PC. Each of the physical switches 1 to
4 run respective instance of OvS that manages two
physical ports, namely the input and output ports.
We considered the third switch, namely ‘Physical
Switch 3’ as the bottle neck by controlling delay,
bandwidth, and packet loss probability; through
emulation using Network Emulator (NETEM). The
internal Fog node Broker receives and processes all
of the publishers request- and data messages; and
send appropriate feedback. The integrated controller
apart from forwarding messages, can also be used
to perform in-house analytics (by providing features
for parsing MQTT message’s payload). For analyti-
cal tractability, we used Bernoulli loss model (with
loss probability p) in our experiments. Therefore the
loss probability function Pr(S) is given by

Pr(S) = 1� (1� p)

S
. (8)

Fig. 6, shows the throughput results of respective
UDP and TCP MQTT clients. For both the cases,
the throughput follows the trend roughly close to the
analytical throughput. In contrast, the throughput for
the same experiments without Fog node is zero; be-
cause the input MQTT traffic is significantly higher
as it could not compete to establish connections
with physical end-host broker. Therefore, it is clear
that, for large scale IoTs the Fog node is essential
for transportation. For the traditional setup (without
Fog node), with native MQTT clients connected to
the remote end-host broker, for similar input traf-
fic configurations, the connections were not stable.
For initial few moments of time, the throughput


